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If there is a discrepancy between an LDH Policy and a Program Office or facility policy, the LDH 

policy shall govern/overrule/supersede the conflicting section within the Program Office or 

facility policy. 

I. POLICY STATEMENT 
In order to empower its employees to perform their best work, LDH uses the statewide email 

and internet access systems provided by the Division of Administration/Office of Technology 

Services (DOA/OTS) to enable employees to efficiently share information necessary to conduct 

Departmental business and access information needed for the conduct of LDH’s programmatic 

and administrative business.  Use of these systems shall not interfere with employees’ assigned 

duties and shall be subject to the provisions contained in this policy. 

LDH employees do not have a right to, or expectation of, privacy while using any government-

issued equipment or systems at any time. 
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II. APPLICABILITY 
This policy is applicable to all employees of LDH. 

III. RESPONSIBILITIES 
Appointing authorities and their designees are responsible for determining their subordinate 
employees’ need for access to state email and/or internet access systems. 
 
Supervisors are responsible for determining whether email use and/or internet use by 
employees under their supervision is interfering with the employees’ productivity and shall take 
corrective action when necessary. 

IV. ELECTRONIC MAIL POLICY PROVISIONS 
A. The primary purpose of state email is to assist employees in fulfilling their duties and 

 responsibilities.  Any other use is prohibited. 

B. Personally Identifiable Information (PII) and Protected Health Information (PHI) shall not 

 be sent outside the state email system unless encrypted using DOA/OTS  approved 

 software.  (For example, do not email PII or PHI from your state email account to your 

 personal email account.)  If the employee must send PII or PHI outside of the state email 

 system (as directed or approved by the appointing authority or his/her designee) and 

 does not know how to do so, he/she should submit a service request to the DOA/OTS 

 Service Desk for assistance. 

C. Employees must not send, forward or request that confidential or sensitive information 

 be sent to them through non-LDH email accounts such as Gmail, Hotmail, Yahoo mail, 

 AOL mail, and  email provided by other Internet Service Providers (ISP). 

D. Employees shall use the Louisiana Statewide Email Web Access for accessing state email 

 from outside the state network. 

E. Users should be aware that any email sent from their state email account is not private 

 and is subject to viewing.  All state email is retained at the Division of Administration 

 and may be reviewed or made public for (but not limited to) the following reasons: 

 1. Public record request 

 2. Judicial order and/or subpoena 

 3. Suspected system misuse 

 4. Information security breach  
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F. The following activities are strictly prohibited: 

 1. Using state email to create any offensive or disruptive messages,    

  such as use of obscene language, harassment or violation of any federal, state or  

  LDH policy or regulation.  

 2. Using state email to conduct personal business. 

 3. Using state email for political campaigning or lobbying. 

 4. Violating copyright laws by distributing protected works through the state email  

  system without appropriate authorization. 

 5. Posing as anyone other than oneself when sending state email, except when  

  authorized to do so by the appropriate email account user. 

 6. Using email software other than the system provided by DOA/OTS to conduct  

  state business. 

 7. Using state email to solicit for personal commercial ventures or personal gain. 

 8. Sending or forwarding attachments through state email with the intent to  

  distribute computer viruses. 

G. State email users shall not use state email to subscribe to mail lists or list servers that 

 are not related to official departmental business or professional enhancement in 

 support of the agency’s mission. 

H. Any messages to be sent to all state email users in LDH must have the approval of 

 the Bureau of Media and Communications before being sent. 

I. Attachments to state emails shall not exceed thirty (30) megabytes.  Larger files shall be 

 transferred by other methods such as using secure FTP or shall be zipped as smaller files 

 using approved software. 

J. Default background shall be used for state email to provide a professional look and 

 readable content.  Custom backgrounds shall not be used for state email. 

K. The employee’s state email signature shall not include personal greetings, images or 

 URL’s that are not LDH business-related.  
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V. INTERNET ACCESS POLICY PROVISIONS 
A. The primary purpose of state internet access is to assist employees in fulfilling their 

 duties and responsibilities.    Brief and occasional use of state internet access for other 

 reasons is acceptable as long as it is not excessive or inappropriate, occurs during 

 personal time (lunch or other breaks), and does not result in expense or harm to LDH or 

 otherwise violate this policy.  Use is defined as “excessive” if it interferes with normal 

 job functions, responsiveness or the ability to perform daily job activities.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                     

B. This policy does not apply to the LDH Intranet access which is granted to all LDH 

 employees with appropriate computer equipment and software. 

C. Use of state internet access for any purpose other than legitimate LDH business or LDH 

 research is strongly discouraged. 

D. Internet material must be scanned at the time of download using currently updated 

 anti-virus software (This function is done automatically and does not require action by 

 the user). 

E. Any employee who suspects that his or her computer has been hacked should 

 immediately report the problem to DOA/OTS. 

VI. TRAINING 
Current LDH employees shall complete a training course on this policy annually by accessing 

and completing the course in the learning management system provided by the Division of 

Administration in the Louisiana Employees Online (LEO) system.  New employees shall 

complete this course within 90 days of the date of hire. 

VII. DISCIPLINARY ACTIONS 
Any employee who violates this policy may be subject to disciplinary action up to and including 
dismissal from employment. 

VIII. REFERENCES 
Copyright Act of 1976 

Computer Fraud and Abuse Act of 1986 

Computer Security Act of 1987 

Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
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IX. REVISION HISTORY 
 

Date Revision 

March 31, 2000 Policy created 

June 29, 2004 Policy revised 

May 1, 2008 Policy revised 

July 27, 2011 Policy revised 

November 7, 2013 Policy revised 

February 18, 2020 Policy revised 

 


